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Ref: (3] ODMNAVINMNET S530._14E
(b] COMNAVRESFORINST S5G0._3a
[¢] Nawy Lock and Key Control Guide (Rshore) Jun EF
{d) OPMAVIKST 5510.1H
{=] SECHNAVINST 550%.4G [MLSE}

Encl: [1) Secu-ity and Emergency Procedurss
(2] Fozmat for Lecter of Designation for Fhysical Security
Qfficer

1. Purpoeae. To egcablish policy, preovide guidance, and assign
respensikbility for crisis management 2nd physical security of
proeparty and materials assigned to naval Eeserve acrivibies.

. rancellaticn. TOMNAVRESIEDCOMEESG1ILINST 5530.10

1, Sgope. Bmpnssis on ineoreasing alartness o ohysical security
ol naval installaticas extends Lo all units and naval Reserve
activities in the —agion,

4. ERespopsibilitjes. Refzrences (z) and (b} estanl-se physical
gsecurity as a command respensibility.  Each Ressrve center will
Form a Physical Secuxity Review Committee (PERODY and “oss
Prevention Subcommirtes (LPE] and maintain the meeting scheduls
requized by reference {a). Tnit commanding cificers or their
designated representatives are encovcaged ko participate in thase
meetings. Additienally, Appendixzx VIT to refarance (a) provides
guidance in the development <f Physical Security and Irisis
Management Flans., COMNAVREZREDCOM REG ELEVEN plans are provided
in epclosure (1}, Per refarences (a) and o), Xevy Jontrol
Gfficers, Custodians, and Subcustodians will be sssigned apd
carry our cheir dutiss. EReference {d) provides rsquirements for
gecuricy concainer combinzticon maincenance.
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5. Policy. our policy is Lo incresse the level of zecurioy
CconEciousness, bo safeguars personnel, and Lo protect soduipment
ang Zacilities against a variecy of threabts and crisis
gitvations.

&, Acticpn. Eack Maval Beserve center will desigsnate a Command
Fhysical Security 2ffirer In writing using the formar shown in
enclosure {21, RESCZN:s designatsd as tonant sommands mawv
narticipate in their host command's PSRC and LPE activities,
Maintaining copiss of -—he mirutes of these weetings will fulfill
the requirements of reference (a). &addressess ars direcited to
astablish an engeing trairing program bBo ensure that all
persconel are awara of their respensibilities. ER=quirements of
references (&) through (o] must He mer. Addicionally, Missing,
Tost, Stolen, or Recovered property iz to ke reportsd smmediately
e COMNAVRESREDCOM REC ELEVEN (N4) per zeferences (a)l and (e:.

7. HReports. Reference /i) contzins an Anhual Phy=sical Security

Survey that is to be completed annually by =ach NAVREECEN.
Forward a copy of this survey to COMNAVRESREDCOM RES ELEVEN (M4

annually by 1 July.
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SECURITY AND EMERGENRCY PROCEDIREES

BOMH THREALTE
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NSG BOMB DATA PROGRAM

PLACE THIS CARD UNDER YQUR TELEFHOMNE

QUESTIONS TO ASK
1. When is the bomb goiog to explode?

1d
a

Where is it ripht now?
What doss it loode like?
What kind of bamb ig it?

e e

What wiil cause it to expiode?
When was if placed?

DEd vou place the bom P
Why?

oo

B Whzal is yoor add ress !

10, What iz yYour name?

EXACT WORDING OF THE THREAT:

CALLER'S VOICE:

Calm Maceal
Angry Smumer
Excited Lizp

- _ Raspy
Fapid Dezp
Soft Ragged
Load Clearing throat
Lavghter Dwaep breathing
rying Cracking voice
Mormad Drisguised
[Hatme: Accent
Elarred Familiar

1f voice is familiar. whe did 16 sound like'

BACKGROUND SOUNDS:

Srreet qaikes Animal noises
Crockery {lear
WS s
__ Paswstem __.  Loca
S sis: Long Distance
Hpuse roises Boath
Waotar Chbear
Oiffice machinzry
Fagepre roachinery
SEX OF CALLER: RACE: THREAT LANGLUAGE-
AGE; LENGTH OF CALL: — Well spaken leoherent
[edecated} Taped
NUNMBER AT WHICH CALL 15 RECEIVED: Foul - Mg read by
[ratdcnal threat moaker
REMARKS:
TIME: DATE: : ]
Repory call immediately o
Phone number;
Dary: Mame:
Position: FPhone:
Bocl (! , 2
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IT. LOSS PEEVENTION

1. Tha fmllowing proparty is highly susceptiple o thefr ang
pilferage, and is prioritized by iikeiihood of Lo=s:

a. fpdiovisual eguipment - including projectors,
televisichs, video cassette recorders and ktape réecorders/plavears.

k. Portable office equipment - inglude:z sypewriters and
caleulators.

<. Computers - includes peripheral eguiptent.
d. Portanle eleczrenisc and electric Test equipment.

2. The Commarder (or Jepity Commander if Commander is ZSelected
Feserve) is regpousikle for oroperty accountability ac the
heasdequarters. Subcuscody for pilferable items that are
government -owned will be assigned to che deparimeant head or
individual responsibls for the areas whers che items will bhe most
usad. & signature of the subcustodian on a Custadv Recoznd (CEIS)
will be cbhtainsd and maintainsd for ¢ach item of plank propezty
and for minor propercty items deteéernined to be 2ighly pilferaple.
The Logistics Deparsment will ke respossib_oe for pgintenance of
custody records and to conduckt necesssiry inventories as requirads.
4ll1 sroperty will be routbinelw inspacted during normal cperaticn
and, as a minimum, Zuring required isventory CWoles.

1, All losses or susgpected losses of propercty wiil 2e reported
immediately to the Physizal Seeuxity Officer; the Missing, Lost,
2rolien, and Recovered [MLER) Toorxdinator; and the Logistics
Department. The Physical Security Ofificer will then notify the
Commandar /Depury Commandex .

4. mn Spmediace internal investigation of a loss or suspected
lazs will begin upon notification of —he Fhyeical Security
Bfficer. The subcustodian of the irem and all personnel who may
nave knowledge of the missing ifem will ke interviewsd concezming
its possikle logation.
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If the Zvenm canctor be mnmedizts-y igoaved, use reference (2] to
orapszra an M-L-3-% report, ang ootify aprropriate lnvestigative
sub*mritias, i.e,, RCI&S, local policg. AN aDDICDriate sUrvey
Wwill he conducced to expend bthe item from custody —seooxds.  Other
appropriate punicive and/or administraclve measura2s will he caken
ax a =esult of the survey ackion.

5. All parsonnel assigned will take an active part in ensuring
the property of the command ig protected against loss and that
all susgecied losses are reporsed. The fhysical Security Officer
and the M-L-5-FE Cnordinator ars responsible for ocfficial loss
reporting, review, ‘nvestigative requests and lizison.

£. 211 losses, inventory adjustments and property suzveys will
be reported andé made in a timely manner per reference (a).

7. Indiwviduals found responsible and liagle Eor losses will be
subtiecr to appropriate Zegal, discipiinary and admizist-ative
progedures.

B. All records of loss of government apd perscnal property,
including action bake:, will be retained until completion of the
next command imspection oycls, or & ninimuse of "W YEATS,
whichewver 15 graater,

ITI. CIVIL DISTURBANCES

1. Tutside Nawy Zroperiyr

a. PRepors all civil disturbancss endangering naval propersy
or personnel =¢ the civil authorities [Crane Pryirie Po-ice: 311
or &E0-3030) .

. Movement of nsvak personnel outside the facilitcy should
e kept to a4 minimm consistent with the threat.

a. Use of naval personnel is not anticipated and will net ke
sarried cut without permission from the CNO/MO criziz team
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COVMAVEESREDCOMEEGL X INSET 5530.1D
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unless che emergency Sicuation recuirss ;mmediste acgion o
prevent sericus bodily harm or extensive property damage.

a. Wher persons noc subject to the Uaifcrm Tode of Military
Jusrice commit or are suspected of commitkbing an offense. they
may be kenr under rescraint puarsuant "o UT.5. Kawvy Requlaticna,
19%0, Articis 0313,

o, Civiliang who are tsken ints custody on Javy progerty ars
not arrestad, but detained and turned over to apRroprizte civil
authority.

c. FBeport all umusual visitor ackivity to the Stafl Ducy
fficer (SIN).

IV. EBEMERIENCY WEATHEER CONLDITIONS

1. Artion must be taken So limit damage —o naval proberty and
prevent perscnal injury from dessructive weathser,  Maxinum use of
informaticon from J.5. zod loeal storm deteczion facolitizs will
be used to take sppzopriate action,

Z. Wearcher conditions throuzhewr che year often include severe
thunder storms snd the threst of tornadoes. The Waval Air

Station (uarrterdeck will <eep all tenant cocmmanss informed of
currant weather conditisons.

V. ALERT COWNDITICHES

. The Uniform System of Alert Conditione [(LERTCON) s discussed
in detail in reference (al.

2. Upen receipt from higher autherity of an increass in LERTCCH
or militax»y readiness, the S0 will.

5 Encl (2}
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a. MNosiify sme Comrander/Deputy Commarder, Chisf Stalf
Cffiigar, the Mobilization SfZicer and kbre DEO,

L. Procead bto COMNAVRESREDCOM REC ZLEVWIN and await furcher
crders

¥I. EEY AND LOCE CONTREOL PROGRAM

1. Keys assigned to COMNAVRESREDCOM EEG ELEVEN spaces will be
loeated in rhe key locker located in the Logistics and
Maintenance Lepartment. Access will be restricted o personnel
suthorized by the Physical Securiwy Officer or other approgriace
authority.

Z. {ombinarions to security centainers shall be changed only by
perseormal cleared for the highest level of classified material in
the rontainer . CTombinations shall e changed under any 2f the
sirsumstances as cdirected in reference (db.

Z. #ays checked out througr the Key and Lock Contral Program do
nor become personal sroperty; only the Physical Secursty Qfficer
may authorize copies of keays to be made.

E Encl (1}
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FOEMAT FCOR ZETLES OF ZESTGNATICN TR 2E¥Sical SEOIRITY OFFICER

B30
Ser anf
Late)

From: Commander/Commanding 0fficer, (Issuing Commarnda)
T iRank, name % bra-chf/class of gsrvige!

Subkj: LDESIGHNATION CF FHYSICAL SECTRITY OFFICER
ref: ‘) OPNAVINST 5530.14 iseries)

1. Per refersnce (&), you are fereby designated Physical
Security Officer for this command.

. You will ensore that wou are familiar with the contents of
rafarance (al and knowledgesbls of the diutciss specilied in
paragraph 0111,

Commarder /Geputy Jommandsx
s
RESCEY Commanding Jfficer

Cocpy Lo:
COMMNAVEEZREDCCM E=ZG TLEVEN (MWa)
Serrice Racmred

Encl (2]
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ZEE0
Ser 0OD/f
woate]
From: Commabnding Officer, [Name of Activity!
To: Commander, Nawval Iegserve Deadiness Command, X2cion Slewen
(M4
Sulky: ANNUAL FRYSICAT SECTRITY SURVEY SUBRMISSICH
Eef: [a} OPNAVIANST 58E30.14 .=series)
(b COMIRAVEESFORINST 553Q.1C
(e} COMMAVEESEEDCOMEEGELEVENINSET 3550.1D
Encl: (1) 19 Physical Seguzity Surwvey Checklist for (Mame of

Activity)

1. Per references ‘a} through (¢), enclesure () iz submittad.

COMMANIIKG SSFICER

Encl (30







